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1
Decision/action requested

It is proposed to endorse the content of this document.
2
References

N/A
3
Rationale





In S2-187506 “LS on security handling when deploying UDSF”, SA2 pointed out the inconsistencies due to text in TS 33.501 “KSEAF shall not be stored in the UDSF” that prevents the use of context retrieval from UDSF without involving old AMF and compute-storage separation principles (in general), specified for 5G System in SA2.

This discussion paper provide some reasons to keep key KSEAF within the SEAF.
4
Detailed proposal

In the LS (S2-187506), SA2 thinks the requirement that specified by SA3 “KSEAF shall not be stored in the UDSF” goes against the compute-storage separation principle and makes the AMF cannot support stateless AMF by storing context in the UDSF.
There are several reasons for keeping KSEAF with the SEAF:
1. KSEAF is an anchor key which is only used by the SEAF to derive KAMF for each run of the authentication and key agreement procedure, which means it won’t be used afterwards by the other entities. Moreover, it is specified in TS 33.501 that KSEAF shall never be transferred to an entity outside the SEAF. Therefore the KSEAF shall not be stored in the UDSF. 
Observation 1: KSEAF is only used for each run of AKA procedure and shall not be transferred to an entity outside the SEAF.
2. 5G security context consists of the 5G NAS security context and the 5G AS security context. But neither of them include KSEAF according to the definition of 33.501. It means when the AMF stores the UE context in the UDSF (typically after a transaction), KSEAF is not required during this procedure, inline with the TS 33.501 requirement KSEAF shall not be stored in the UDSF.
Observation 2: UE security context doesn’t include KSEAF according to the definition.
3. The new AMF within the same AMF set only uses KAMF instead of KSEAF to communicate with the UE, so KSEAF will not be used by the new AMF even when it receives.

Observation 3: The new AMF only uses KAMF to communicate with the UE.
Proposal: A reply LS should be sent to SA2 if the above consideration is agreed by SA3.
5
Conclusion
The following observations have been made:

Observation 1: KSEAF is only used for each run of AKA procedure and shall not be transferred to an entity outside the SEAF.

Observation 2: UE security context doesn’t include KSEAF according to the definition.

Observation 3: The new AMF only uses KAMF to communicate with the UE.
The following agreements should be reached:
Proposal : A reply LS should be sent to SA2 if the above consideration is agreed by SA3.
